


3.3  	    Protecting sensitive,
     Confidential and 	        	
	    Proprietary Information

 
Suppliers are expected to ensure that all 
sensitive, confidential, and proprietary 
information in connection with products, 
services and contractual agreements as 
well personal data are appropriately pro-
tected. This includes the protection of this 
information from unauthorized access, de-
struction, use, modification, and disclosure, 
through appropriate physical and electronic 
security procedures. Supplier shall mitigate 
emerging risk to information systems by 
implementing appropriate IT cyber security 
programs. Suppliers must report to Oerlikon 
any suspected or actual security incident 
immediately after becoming aware of it.
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3.4 
	    Trade Compliance

 
Suppliers must comply with national and 
international applicable export control reg-
ulations and sanctions and embargo laws. 
Supplier must cooperate with Oerlikon in 
determining applicable export control re-
strictions.

3.5	    Responsible Sourcing 	
	    of Minerals and Metals

We expect our suppliers to responsibly 
manage the supply chain for all minerals, 
especially for so-called conflict minerals 
such as tin, tungsten, tantalum, gold, and 
cobalt. Suppliers shall comply with applica-
ble laws and regulations and establish pro-
cesses in accordance with the OECD Due 
Diligence Guidance to Promote Responsible 
Supply Chains for Minerals from Conflict 
and High-Risk Areas.
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4 Governance



4.1 
  Risk management

 
Suppliers are expected to analyze and man-
age risks and actual adverse human rights 
and environmental impacts related to their 
activities and through their business rela-
tionships. They should have appropriate risk 
management processes in place and take 
appropriate steps to avoid and reduce risks. 
Suppliers shall ensure that their operations 
do not cause or contribute to human rights 
abuses and environmental rights violations. 
In case of risks or violations of those rights, 
suppliers shall remedy any adverse impacts 
directly caused, or contributed to, by their 
activities or through business relationships. 

4.2	   Information and
	    cooperation obligation

Supplier commits to cooperate with Oerlikon 
to ensure the supplier’s compliance with the 
Oerlikon standards set out in this Code and 
rectify violations of those standards. To en-
sure and demonstrate compliance with this 
Code, suppliers shall keep record of doc-
umentation, and provide to us supporting 
documentation upon request. Supplier shall 
inform Oerlikon immediately after becoming 
aware of any significant incidents, in partic-
ular violations and substantial cases of sus-
picion, with respect to the compliance with 
this Supplier Code and the addressing of its 
standards along the supply chain. This can 
either be done directly via the responsible 
purchaser or via below mentioned reporting 
channels. 

If the supplier does not comply with this 
Code, the supplier shall take necessary cor-
rective actions in a timely manner, as may 
directed by Oerlikon. If the supplier fails to 
comply with this Code, then Oerlikon may 
take action against the supplier, including 
suspending or terminating suppliers’ activi-
ties as one of Oerlikon suppliers.
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4.3 
	    Access to Remedy

 
In the context of the business relationship, 
if the supplier or suppliers’ employees be-
lieve that the terms of this Code are not 
adhered to, or that Oerlikon is not acting in 
accordance with its own Oerlikon Code of 
Conduct, then we encourage the supplier 
and suppliers’ employees to raise suppliers 
concerns via the Oerlikon SpeakUp report-
ing channels.

Visit www.speakupfeedback.eu/web/oer-
likonexternal/ and / or Supplier Require-
ments | Oerlikon to learn more about these 
reporting channels.

The Supplier shall inform their employees 
and suppliers of the availability of Oerlikon’s 
reporting channels and request them to 
pass on the information on Oerlikon’s re-
porting channels along their supply chain. 
The supplier assures to refrain from disad-
vantageous or disciplinary measures against 
the whistleblower in connection with the 
processing of such information.
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